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Record Keeping Requirements

The term “record keeping requirements” refers to the government’s need to keep
records for some purpose. Record keeping requirements are found in policies,
procedures, legislation, and regulations. They are also identified through an analysis of
business needs. These requirements direct which records must be kept, how long they
must be kept, and how they are disposed of. They also identify the records of historical
importance that should be preserved as government archives.*

! We are referring to archives in the traditional sense: as a collection of public, corporate, or institutional
records that are kept to document the actions and decisions of the government for posterity. This is as
opposed to a data archives.
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Incorporating Record Keeping Requirements into System Design

Record keeping requirements should be considered when information systems are
designed or re-evaluated. Because these requirements could have an impact on how
records are stored, reproduced, or removed from the system, it is best to identify them
at an early stage. The ideal time to identify them is during the initial assessment of user
requirements.

The policy identifies several individuals who should be consulted when systems are
designed. They include:

= The Business Manager.

» The Departmental Records Coordinator.

= The Records Manager at Public Works and Services.

= The Territorial Archivist at Education, Culture, and Employment.

The first three individuals will identify the appropriate length of time for keeping records
in the system. The Territorial Archivist will identify the records that need to be kept as
government archives. The Territorial Archivist will also give direction on how records
should be preserved over the very long term.

Information Security

Electronic information must be protected from unauthorized access and use.
Departments should review their electronic record holdings, and identify the records to
which access should be limited. Systems should be designed so that users cannot view
confidential or personal information that does not pertain to them or which they do not
require to do their jobs.

Departments should review their security procedures, and instruct employees on how to
secure their records. Efforts should be made to avoid unauthorized access to
workstations and network applications. Simple precautions include locking workstations
with a password when an employee is away from his or her desk.

A privacy impact assessment should be done on all systems that contain personal
information.
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